Vendor Security Assessment

Meridian Cloud Systems - SOC 2 Type Il readiness review - Confidential draft

Summary

This report evaluates Meridian Cloud Systems' infrastructure controls ahead of a SOC 2 Type Il
audit. Overall posture is adequate, with three medium-severity findings noted below.

Findings
1. Access logs are retained for 30 days; 90 days is recommended.
2. Multi-factor authentication is not enforced for two legacy service accounts.

3. Quarterly access reviews are undocumented for the past two cycles.

Recommendation: remediate items 1-3 before the audit window opens.
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